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1. Introduction 
 
1.1.1 The NHS Security Management Service (NHS SMS) has policy and 

operational responsibility for the management of security in the NHS, 
including leading on work to tackle violence against NHS staff.  The 
aim of the NHS SMS, as outlined in its strategy document A 
Professional Approach to Managing Security, is the delivery of an 
environment for those who work in or use the NHS that is properly 
secure, so that the highest possible standards of clinical care can be 
made available to patients. 

 
1.1.2. As part of a comprehensive approach to tackling violence against NHS 

staff, the NHS SMS introduced a wide range of proactive and reactive 
measures, in November 2003. 

 
1.1.3. An essential element of the work to tackle violence, is the continual 

appraisal of the measures introduced and further development of action 
to deter, prevent, detect and investigate assaults on NHS staff together 
with exploring how technology can play a part in an overall solution to 
the problems identified. 

 
1.1.4. This document describes the purpose, methodology and outcomes of a 

trial conducted on a specific piece of technology, to evaluate how it 
could better protect NHS staff - particularly those who work alone, 
without immediate support from colleagues or others – Lone Workers. 

 
1.1.5. The NHS SMS is also working with the Home Office on a separate, but 

wider trial, to test and evaluate how technology and other physical 
interventions can better protect NHS staff and property, in a variety of 
different environments.  This is due to report in late 2005.   
 

1.1.6. The NHS SMS is working with the Association of Chief Police Officers 
(ACPO) on a Memorandum of Understanding on tackling violence 
against NHS staff and security management matters. 

 
1.2. The Problem 
 
1.2.1. In 2002/03, it was estimated that there were 116,000 incidents 

involving NHS staff ranging from verbal abuse to serious physical 
assaults.  Although it is not known what proportion related to attacks on 
Lone Workers, it is widely recognised that this group of staff face 
significantly increased risks, because they do not have the immediate 
support of colleagues or others, such as security staff, if an incident 
occurs.   
 

1.2.2. Lone Workers face particular problems when it comes to assaults, such 
as verbal abuse or harassment.  Very often, these assaults take place 
in one to one situations with no other evidence available to support 
taking action against alleged offenders.  This results in a reluctance by 
Lone Workers to report incidents that occur, leading to a feeling that 
nothing can be done to protect them or deal with the problems they 
face.  Lone workers, by the nature of their work, can feel isolated or 
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unsupported, simply by the very fact that they do not work in an 
environment surrounded by their colleagues or others  
 

1.2.3. During fact-finding and research undertaken by the NHS SMS, 
problems faced by Lone Workers were explored, directly with those 
undertaking those duties.  Although many thought that their 
management did their best to support them in their work, they also felt 
that there was more that could be done, particularly when it came to 
providing them with systems to raise alarms and summon assistance.  

 
1.2.4. Most said they had access to a mobile phone, but indicated that, in 

many emergency situations, they could not access it easily or quickly, 
for example, from a bag or a coat pocket.  Additionally, many felt that to 
reach for a mobile phone during a potentially violent situation could 
easily exacerbate the incident.  Some were more worried about the 
consequences of the loss of a mobile phone than they were for their 
own personal safety. 
 

1.2.5. Having identified the problem, the task was to find a solution that 
would:  

 
• Provide a deterrent effect – to ensure that there would be a visible 

measure in place, where the very fact of its presence would make 
people think twice before they assaulted a Lone Worker; 
 

• Prevent assaults – assaults not occurring at all; 
 

• Detect assaults – allowing staff to report an incident, confident in 
the knowledge that there is additional evidence to support their 
allegation, that it will be taken seriously and that action will be 
taken, where appropriate; 
 

• Allow more incidents to be investigated - as a result of more 
detection, there will be more investigations, leading to more action 
being taken against offenders (where appropriate), but also to more 
information on lessons learnt being available to feed into and inform 
development of more deterrence and prevention measures; and 
 

• Support sanctions and redress – provide additional evidence to 
allow sanctions and redress to be taken forward, where currently 
these may not occur, in line with action outlined in guidance, issued 
by the NHS SMS, on tackling physical and non-physical assaults.1 

 
1.2.6. A number of products and systems were investigated and one 

appeared – on the surface – to meet the requirements outlined in the 
paragraph above.  Having identified a potential solution, the next logical 
step was to trial and evaluate it to ensure it could provide better 
protection for NHS Lone Workers, in a cost-effective manner for the 
NHS. 
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1.3. The Solution? 
 
1.3.1. The potential solution proposed, or part of it, is a device known as 

‘Identicom’, along with proper monitoring arrangement fro activations or 
voice messages generated from use of that device.  The format of the 
device is that of an ID card-holder, which may be worn in portrait or 
landscape orientation.  Standard ID cards can slide into the device 
through a side opening.  The device may be worn on a lanyard or a 
lapel clip. 
 

1.3.2. The device works using mobile phone technology, which means that it 
will operate where there is network coverage.  It weighs about 78 
grams and the user discreetly operates the device by the use of three 
buttons placed at the back of the device. 

 
1.3.3. The rationale behind the device is that, if an incident occurs, the device 

may be discreetly activated by the use of one of the buttons located on 
the rear, to open a voice channel and generate text messages.  This is 
referred to as a Red Alert.  Through the open voice channel, it is then 
possible to monitor and record incidents as they occur.  It is also 
possible to use recordings as evidence to support taking a range of 
actions against alleged offenders. 
 

1.3.4. There is a ‘rip alarm’ facility that will activate a Red Alert, should the 
device be forcibly removed from the wearer. 
 

1.3.5. The device is capable of facilitating the recording of information, 
through internal or external monitoring arrangements, concerning the 
user’s whereabouts before they enter a lone working situation; this is 
referred to as an Amber Alert.  The information provided by the user 
and collected via the Amber Alert can be recorded and stored and is 
only utilised if a Red Alert is activated, to assist in identifying the 
location of the user.  This is essential if assistance is to be dispatched 
to the user, should an incident occur where they require help. 
 

1.3.6. It is possible to locate the device and, therefore, the user if they are 
wearing it, by use of current mobile phone technology when a Red 
Alert is activated.  However, the accuracy of this is variable, dependent 
on geographical location, but the advice received is that this is 
constantly improving.  Importantly, the accurate location of the user is 
dependent upon the verbal indications they provide, through the 
Amber Alert and also when the device is in a Red Alert state. 

  
1.3.7. The device can also allows the user to check, before entering a lone 

working situation, that the device has sufficient battery life and network 
coverage, should there be a need to activate an alert.  
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2. Methodology 
 
2.1. Background 
 
2.1.1. Initial presentations were given by the manufacturer, and later by 

monitoring services and airtime suppliers, of the device and its 
operation.  Discussions were then held with all stakeholders, exploring 
in more detail, the operation of the device and its potential to provide 
part of the solution required.   

 
2.1.2. Having considered the outcome from these discussions, the NHS SMS 

decided that there was sufficient symmetry between what the device 
and monitoring service arrangements had to offer and the requirements 
of the NHS SMS.  It was decided that a series of trials should be 
organised, to test how the device and support arrangements worked, or 
could work in practice, within the NHS.   
 

2.1.3. The manufacturers, monitoring services and airtime suppliers have 
supported the trials from the very outset and there have been no 
additional costs placed on the NHS from participation, apart from some 
human resource from the NHS SMS and training time for those trialling 
the devices.  
 

2.1.4. As part of this process, the legal and ethical implications of the use of 
this device and any material derived from its use (for example, use of 
voice recordings made as a result of the activation of the device, for 
criminal prosecution purposes) were also considered, as well as the 
education and training requirements for NHS staff, to ensure its proper 
use within an ethical framework and remaining compliant with the law.  
The use of the device and monitoring arrangements to locate 
individuals was also considered. 
 

2.1.5. It was clear from the outset that the device could only work effectively, 
as part of overall guidance on protecting Lone Workers, proving for 
robust local management arrangements and procedures.  It was also 
evident that any solution needs to be part of an overall package to 
monitor the alarms, texts and calls generated and ensure Lone 
Workers get assistance when they need it, whether this was provided 
in-house or sourced from an external private or public provider. 
 

2.1.6. The trials took place through three separate phases: 
 

• A small scale limited trial within NHS SMS – to test the 
functionality and design of the device, within a strictly controlled 
environment (non-operational); 
 

• Intermediate, limited trials to test the functionality and design of 
the device and support services, in a non-operational environment, 
with NHS lone working staff; and 
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• Larger scale, extended trials to test the functionality and design of 
the device and support services with NHS lone working staff 
 

2.2. Limited Small Scale Trial 
 
2.2.1. In the early stages, field testing of the device was conducted in a 

controlled manner, i.e. in non-operational environments, where there 
was no immediate or apparent risk to staff using the device.  Utilisation 
of the device in ‘controlled’ and ‘live’ situations occurred in specific 
stages to minimise the risk to those testing the equipment.  During the 
‘controlled’ phase, trial participants were encouraged to practice using 
the device, so that they could become familiar with its functions and 
feel confident to use it in ‘live’ situations, that is, whilst undertaking their 
normal day to day duties. 
 

2.2.2. Initial trials of a prototype unit were undertaken by a member of staff 
from NHS Counter Fraud and Security Management Service (NHS 
CFSMS), early in 2004.  The results of this small, controlled trial were 
analysed and the device was further developed to reflect the feedback 
from that trial. 
 

2.2.3. This early stage of testing did not involve the use of a monitoring 
service provider, and the device was not used in any ‘live’ situations. 

 
2.3. Intermediate Limited Trials 
 
2.3.1 Two health bodies were identified who were willing to undertake 

controlled trials of the device.  It was agreed that the device would not 
be used in ‘live’ situations. 

 
2.3.2. This represented an important stage of the process, as the devices 

used were a sample of the manufactured product, which had not 
previously been tested within the NHS.  

 
2.3.3. Additionally it was decided to introduce a support element to the 

device, exploring the function and adequacy of monitoring services and 
the role they could play in: 

 
• Monitoring amber and red alert activations by users; 

 
• Escalating incidents where Lone Workers need help or assistance, 

for example from the police; and 
 

• Providing adequate recording and storage facilities for voice 
recordings, following an activation, which meet the requirements of 
the Data Protection Act 1998, as well as any legislative 
requirements to enable such material gathered, to be used in 
criminal proceedings.  
 

2.3.4. A mobile communications network operator was also identified to 
provide SIM cards for the device, for use at the controlled stage of the 
trial. 
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2.3.5. This phase of the trial commenced on 12 July 2004 and concluded on 

30 July 2004.  A review of this phase then took place with all interested 
parties, to discuss the operation of the device and support services.   

 
2.3.6. This phase of the trial raised a number of questions concerning the 

design and use of the device and network coverage, which are detailed 
at Annex E, together with appropriate responses from the 
manufacturer. 

 
2.3.7. The consensus, following the review of this phase of the trials, was that 

there was sufficient confidence in both the device itself and the 
monitoring service, to allow the project to move to the next phase, 
during which, the device and monitoring service would be utilised in 
‘live’ situations, by a greater number of NHS staff across England and 
Wales. 
 

2.4. Extended National Trial 
 
2.4.1. To facilitate the national trial, a number of health bodies were identified, 

who had previously indicated a willingness to participate.  
Unfortunately, it was not possible to include all the NHS health bodies 
who wanted to participate, as there were in excess of 120. 

 
2.4.2. Eventually, 24 NHS health bodies and one GP out of hours co-

operative were selected to take part in this phase of the trials, 
representing the full range of services provided by the NHS, to capture 
as many different lone working environments as possible.  There were 
150 staff involved to ensure that many different disciplines were 
covered. 

 
2.4.3. To ensure that trials could be monitored effectively, and to minimise the 

risk to individuals involved, the participating organisations were 
introduced to the trial over a scheduled period.  As each organisation 
was brought into the trial they undertook testing of the device over an 
agreed period of time.  The majority of organisations completed a trial 
period which consisted of a five week cycle, as follows: 

 
• One week of controlled testing; 

 
• A debrief week to identify and address any perceived problems or 

difficulties; and 
 

• Three weeks during which, participants utilised the device in ‘live’ 
situations. 
 

2.4.4. Three organisations, who entered the trial at a later stage, completed 
the trial over a three week period, which essentially meant that the 
controlled testing and debrief took place in the same week, followed by 
two weeks of ‘live’ trials. 

 

 6



2.4.5. Before any of the organisations commenced trials, full training was 
delivered in the use of the device, to at least one representative of each 
organisation.  The training was delivered by using a combination of 
sources drawn from the manufacturer, monitoring services and the 
NHS SMS.  Where trial participants were not available to undertake 
training on agreed dates, other representatives of each organisation 
trained, were asked to cascade training to their absent colleagues.  

 
2.4.6. Throughout the duration of this phase, monitoring service providers and 

the NHS SMS were available to provide advice to all participants, to 
ensure that the devices were being used correctly and to minimise risk 
from poor or inappropriate usage.   

 
2.4.7. Activity reports were produced by each monitoring service, which 

detailed the types of alerts raised and the reasons why they occurred. 
This was an extremely useful tool to identify where further training, or 
guidance, was required for users. 

 
2.4.8. It was a requirement for all NHS health bodies involved in the trial to 

have lone worker protection procedures in place, and it was explained 
that the use of this device and any support services did not replace the 
need to have or continue to use those procedures.  It was an essential 
part of the trial that participants continued to follow local procedures 
and to utilise the system being tested, as a tool to assist them with risk 
assessment, as well as its obvious preventive, deterrent and detective 
properties.  

 
2.4.9. A wide range of staff were involved in the trials, including: 
 

• Alcohol Detox Nurses 
• Care Assistants 
• Community Midwives  
• Community Paramedic Officers 
• Community Psychiatric Nurses 
• Continence Nurses 
• District Nurses 
• Domestics 
• Emergency Care Practitioners 
• General Practitioners 
• Health Visitors 
• Laboratory Staff 
• Macmillan Nurses 
• Occupational Therapists 
• Orthotist 
• Outreach Workers 
• Paediatric Nurses 
• Paramedics 
• Physiotherapists 
• Public Health Nurses 
• School Nurses 
• Security Staff 
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2.4.10.The trials commenced on 6 October and concluded on 17 December 

2004.  One hundred devices were supplied by the manufacturer for the 
purpose of the trial.  
 

2.4.11.Both the monitoring service providers worked closely with NHS SMS 
throughout the trials, to develop their internal systems, to fully 
accommodate the diverse needs of NHS staff who undertake lone 
working, in order to deliver high quality healthcare to their communities. 
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